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sort :
list(Int)
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—
list(Int)
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(define (cmp X V)
(f Xy
(sort m <=)))

(sort 1 cmp)



sort :
list(Int)
(cmp :Int Int = Bool)
—
list(Int)
Inot re-entrant, cmp is
a capability]



(define last-cmp #f)

(define (partner 1 cmp)
(set! last-cmp cmp)
(quicksort 1 cmp))

(define (thief x vy)
(last-cmp X Vv))



® first-order preconditions (Eiffel, etc)
® higher-order contracts (Racket, etc)
® first-order temporal contracts (MOP, etc)

® higher-order temporal contracts



SortContract =
sort : (List Pos)

(cmp : Pos-»>Pos-»>Bool)

> (List Pos)

where
not ... call(sort, )
call(sort, )
and
not ... ret(sort, )

lret(sort, )*

... call(cmp, )
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Step |: Game Semantics



Figure 1: CSI Machine
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Elref v],
Elx v],
Ely ],
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N~~~
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S[(z,y) = '], T)
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U

_ysend.call(z,h)
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_yrev.call(w,h)
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Value
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FEvent
Direction
Trace

Elefz := 0]},

{

{ g,
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{ El'],
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E[send.call, 1],

Q[rcv.cally (v h)],

(
{ Elhl,
(
{

Q[L,
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Q == e | E[send.call, e]

v = clxz|y.e

h = clzx

a = p.ret(z,h)|p.call(z, h)

P = send |rcv

t = a

S, I )

S, I ) v =6d(c,v)
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Figure 2: Example of Linking and Running Two CSI Machines Concurrently

| |
The two CSI machines shown below cooperate to evaluate linkRun([H], [twice]). After the initial bootstrapping, send events of one machine match rcv

events of the other and vice-versa. The final send.ret(y, 6) event reports the result of the execution is 6.

Evaluation of H = (At.t (Ax. z+1) 4) Evaluation of twice = (A\f. \x. f (f x))

I =[y— (At.t (Ax. z+1) 4)] Io =[t— Af.2x. f (f )]

Ji1=[y— (At.t (Ax.z+1) 4), f— (Azx. z+1)] Jo=[t— Af.xx. f(fz)), g— Ax. f(fx))]

(rcv.callstare (At t (Az. z+1) 4), 0, )—ssendret(start,y) (rev.callgiart (Af. Az. f (f x)), 0,0 )

< (Z)’ I >_>rcv .call(y,t) _ysend.ret(start,t) <_]_, (Z),IQ >

(rcv cally ((At.t (Az.z+1) 4) t), 0,1, )~

(rev.cally ((t (Az.x+1)) 4), 0, I, ) —send-call(t,f) —reveeall(t.f) - (rev.cally ((Af. Ax. f (f x)) f),0,12)

(rcv.cally (send.call; 1) 4), 0, J1) — (rcv.cally (Azx. f (f x)), 0,12 )
_yrev.ret(t,g) _ysend.ret(t,9) < @, J2>

(rcv.cally (g 4)’ @, J1 > _>send.call(g,4) _>rcv.call(g,4) <I‘CV call, (()\ZE f (f CE)) 4) (Z), Jo >

(rcv.cally (send.cally 1), 0, J1) — (rcv.cally (f (f4)), 0, J2)
—>r°V call(f,4) —ysend-call(f4)  (rcv.cally (send.cally (f L)), 0, J2)

(rcv.cally (send.cally (rcv.cally ((Az.x+1)4))),0,J1)—

(rcv.cally (send.cally (rcv.cally 5)), 0, J1) —>Send ret(f,5) —yrev.ret(f,5) (rcv.cally (f 5), 0,J2)

(rcv.cally (send.cally 1), 0, Jy ) =TV .call(f,5) —ysend.call(f,5) (rcv.cally (send.cally 1), 0, J2)

(rcv.cally (send.cally (rev.cally ((Az.z+1) 5))), 0, J1 ) —2

(rcv.cally (send.cally (rcv.cally 6)), 0, Jy ) —ssend.ret(f,6) —yrev.ret(f,6) (rcv.cally 6, 0, J2)

(rcv.cally (send.cally 1), 0, Jy ) —Fev-ret(9,6) —ysend.ret(g,6) (| 0, J2)

<rcv cally 6, 0, Jy ) —send.ret(y,6)

(L 0, J1)
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Ji1=[y— (At.t (Ax.z+1) 4), f— (Azx. z+1)] Jo=[t— Af.xx. f(fz)), g— Ax. f(fx))]

(rcv.callstare (At t (Az. z+1) 4), 0, )—ssendret(start,y) (rev.callgiart (Af. Az. f (f x)), 0,0 )

< (Z)’ I >_>rcv .call(y,t) _ysend.ret(start,t) <_]_, (Z),IQ >

(rcv cally ((At.t (Az.z+1) 4) t), 0,1, )~

(rev.cally ((t (Az.x+1)) 4), 0, I, ) —send-call(t,f) —reveall(t,f)  (rev.cally (Af. Ax. f (f x)) f),0,12)

(rcv.cally (send.call; 1) 4), 0, J1) — (rcv.cally (Azx. f (f x)), 0,12 )
_yrev.ret(t,g) _ysend.ret(t,9) < @, J2>

(rcv.cally (g 4)’ @, J1 > _>send.call(g,4) _>rcv.call(g,4) <I‘CV call, (()\ZE f (f CE)) 4) (Z), Jo >

(rcv.cally (send.cally 1), 0, J1) — (rcv.cally (f (f4)), 0, J2)
—>r°V call(f,4) —ysend-call(f4)  (rcv.cally (send.cally (f L)), 0, J2)

(rcv.cally (send.cally (rcv.cally ((Az.x+1)4))),0,J1)—

(rcv.cally (send.cally (rcv.cally 5)), 0, J1) —>Send ret(f,5) —yrev.ret(f,5) (rcv.cally (f 5), 0,J2)

(rcv.cally (send.cally 1), 0, Jy ) =TV .call(f,5) —ysend.call(f,5) (rcv.cally (send.cally 1), 0, J2)

(rcv.cally (send.cally (rev.cally ((Az.z+1) 5))), 0, J1 ) —2

(rcv.cally (send.cally (rcv.cally 6)), 0, Jy ) —ssend.ret(f,6) —yrev.ret(f,6) (rcv.cally 6, 0, J2)

(rcv.cally (send.cally 1), 0, Jy ) —Fev-ret(9,6) —ysend.ret(g,6) (| 0, J2)

<rcv cally 6, 0, Jy ) —send.ret(y,6)

(L 0, J1)




Step 2: Contracts are
ITrace Predicates



el



Kn[e]



Universal Contract:

[(AX. X)]



Properties

® Complete: Any computable predicate

® Non-interference: No new behaviors



Step 3: Programming
Simple Contracts



7 = (Constant — Bool) x (Unit — (False + (7 X 7)))

1 guard M =
Ax. if (constant? x) then
assert ((fst M) x) != false
X
else
let MM = (snd M) ()
assert MM != false

2
3
4
5
6
7
8

Ay. (guard (snd MM) (x (guard (fst MM) y)))

24
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Step 4: Programming
Temporal Contracts



Figure 3: Declarative HOT Contracts
e —

M ::= S where R HOT contract
S = flat(e) | n:S1 — So Structural contract
R ::= A|'A|RR|R"|not R| RUR  Temporal contract
... | call(n,?z) R |ret(n,?x) R
A = call(n,p) | ret(n,p) Event patterns
p = _|x|c Value patterns
n € Name Function names

_— ]

26
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let s = S0
call,, = Az ---check and update s appropriately - - -
ret, = Ao.---check and update s appropriately - - -

in compile(Ax.true, S)

compile : (Constant U {\x.x} — Bool) x S +— Monitor

compile(f, flat(e)) =
pair (Ax. (e x) && (f x))
(A. false)

def

compile(f,m:S1 — Sg) =
pair (Ax. false)
. (f Ax.x)) && (pair compile(call,, S1)
compile(ret,, S2))))

def

compile(f,y) =
let (chkconst,chkfn) = y
pair (Ax. (f x) && (chkconst x))

A, (f Ox.x)) && (chkfn()))

27
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Step 3: Racket
Implementation



Differences

® No non-interference
guarantee (inherited
from Racket contracts)

® Continuations allow 0,
|, and many returns

® Mutation intermediation
through standard
contracts

® Safe w.r.t concurrency
with kill-safe server

® Temporal formula
macros like and using
De Morgan’s law

® Recursive temporal
formulas with delays

29



Step 6: Evaluation



Racket Standard
Library

Atomic 519 number?
Transient 51 map
Anti-transient |7 curry

Unconstrained |3 apply




3000.00ms

2275.00ms

|550.00ms

825.00ms

™ Monitors W HOT . HOT w/ dseq

2007

Atomicity

32



Adversarial Defense

® Tic-Tac-Toe game ® May not call
board-set with
® Player : Board — same arguments in
Board one game
® May only call ® Catches cheating
board-set once humans and Als

with contracts



Future Work

® |nteraction with types
® Concurrency

® Explain contract violations



